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Abstract 
Cloud computing is getting popular ,cost effective ,powerful resources over internet and 

rapidly growing area in last few years. Cloud Computing is more growing and features 

mentioned above encourage the organizations to shift their applications and service to cloud  

and grid. For the sharing resources that contains software, applications, infrastructures, 

cloud computing is the main key. Cloud computing has brought remarkable potential changes 

and good opportunities to information technology industry. A major concern in cloud 

computing  is towards its security and privacy. Security issue is organized into many 

categories:- Data portability, Data protection, Reliability and ownership. However, most 

existing Cloud Computing platforms have not formally adopted the service-oriented 

architecture (SOA) that would make them more flexible, extensible, and reusable. By 

bridging the power of SOA and virtualization in the context of Cloud Computing ecosystem, 

this paper presents the existing issues in cloud computing. Proposition of solution for these 

issues has been provided also. 
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INTRODUCTION 

Cloud   computing   is   a computing   

paradigm   where a large pool of system 

are connected in private or public network 

to provide infrastructure for application, 

data and file storage.  

Cloud provides virtual space to  the 

user using var ious technologies.  

For eg. web server ,  virtual 

environment  etc.  It  is a  computing 

that  provides on demand services to 

the organizat ions or individuals .  

The cloud service provider provides 

the services only to  the registered 

users on payment  base.  It  is the 

main task of service provider to 

provide the secur ity and t rust  into 

environment .   The cloud computing  

promotes availability and reliability. 

Cloud computing is divided into three 

categories (model) and it has four 

deployment model  . 

 

The Background of Cloud Computing 

Cloud Computing is emerged as the 

modern technology which developed in 

last few years, and considered as the next  

big  thing,  in  the  years  to come.  Since  

it  is  new,  so  it  require  new  security  

issues  and  face  new challenges as well 

[3]. In last few years it is grown up from 

just being a concept to a major part of IT 

industry. Cloud computing  accepted as 

the adoption of virtualization,  Service 

Oriented Architecture.  The secur it y  

issue might  be vu lnerab le in  c loud  

co mput ing . T h e  s e c u r i t y  o f  

d a t a  p r o v i d e d  b y  s e r v i c e  

p r o v i d e r  w i l l  b e  u n d e r  

i n f r a s t r u c t u r e  a r e a .  Data security 

over the cloud co mput ing  is  major 

issue for service provider.  T he r e  a r e  

ma n y   methods  are proposed to 

preserve the data and keep secure the data  

in c lo u d  computing. . 
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Cloud  computing  works  in  layers  as  

applying  policies  on  these  layers  

provide  better  security  approach and to 

manage the security concerns [8]. The  

most  important  thing  of cloud  

computing  is that  it enables  customers  

a new  way to increase capacity and add 

capabilities to their machines on the go. 

 

Cloud Computing Evolution 

Before we start with cloud computing, 

three concepts of computing must  be 

clearly understood those are:- 

A. Cluster Computing 

B. Grid Computing 

C. Utility Computing 

 

Cluster Computing 

This is clustering of the coupled 

computers, to work in a group to 

accomplish a single computing task by  

working  closely  equivalent  of  forming  

a  single  computer.  The  cluster  

components  are  not  mendatory, 

connected   to  each   other   through local  

area  networks.   This  grouping   of  

computers   improves   the performance,  

speed  and  availability  as  well  as  

reduces  the  overall  cost,  instead  of  

working  over  a  single computer. 

 

Grid Computing 

Grid   computing   (group of networked 

computers) that work together as a 

virtual server to perform large task. 

The system in grid can be in mult iple 

locations. And  Grid computing  is 

composed of  many network loosely 

coupled system to perform a large task. 

The main differences between the grids 

computing from cluster computing are 

a)   More loosely coupled 

b)  Heterogeneous 

c)   Geographically distributed. 

The separate grids can be dedicated to 

single application; but a single grid can 

also be accessed for a variety of different 

applications. 

 

Utility Computing 

Utility computing is a service model 

in which service provider make 

resource and infrast ructure  to  user 

as needed and it  works on pay per use 

basis . User pays for that what we used or 

accessed from pool  e.g. storage,  software  

and servers.  Utility computing is 

wrapping up of computing resources as a 

payed service. T h is  co mput ing  

s e r v ic e  be co me o n de ma nd  

co mput ing ,  so ft w ar e  a s  a  se r v ic e   

IBM, and HP were early leaders in the 

field of utility computing.  Lo t s  o f 

o r gan iza t io n wo r ks  o n 

a r ch it ec tu r e  and  payme nt  and  

wha t  wil l  be  t he  new c ha l le nges  

in  t h is  co mput ing  mo de l . Google, 

Amazon and others started to take the lead 

in 2008, as they established their own 

utility services for computing, storage and 

applications. 

 

Models of Cloud Computing 

The major cloud providers  in the current  

market segment  are Amazon, Google, 

IBM, Microsoft  etc.   Some major 

challenges that are being faced by cloud 

computing are to be secured, protect and 

process the data which is the property of 

the user. 

The users are able to use application as 

services on the clouds using the internet. 

User can typically connect to clouds  via 

web browser  or web services.  It has 

several  security  issues.  Cloud  

computing  providers  services based on 

three fundamental service delivery 

models. 

 

An  Infrastructure-as-a-Service  (IaaS)  

model  provides  the  capability  to  

provision  the  computing  and storage 

resources on demand by the users. The 

users are able to deploy and run the 

software which includes operating system 

and other applications  and some selected 

network component,  but they don’t 

control the cloud  infrastructure.  Data  
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security  consideration  for  IaaS  includes  

the  management  of  virtual  resources 

allocation and addressing the 

virtualization and vulnerabilities and risks 

that affect the IaaS delivery model.[2] 

 

A Platform-as-a-Service (PaaS) model 

provides the computing platform and 

solution stack as a service to the users. 

The users are able to develop their 

application  without purchasing and 

managing  the hardware and software  

necessary for their application  

development.  The complete  life cycle 

support the delivering application  and  

services  are  provided  by  the  PaaS  

model.  The  user  has  controlled  over  

the  applications. and  hosting  

environment  configuration. They  do not   

control  the overall  cloud infrastructure,  

network, servers, operating systems. In 

PaaS, the service provider give control to 

the user to build the application on 

platform.  

 

Software-as-a-Service (SaaS) model 

allow the cloud users to access the 

applications from cloud providers. 

The user od SaaS will not have to worried 

about the cloud infrastructure and platform  

The  applications  are  mostly  accessed  

by users  using  thin  clients  via  the  web  

browser.  The  users  have control  over  

only  their  application  configuration.  

The  cloud  resources  should  be 

managed and controlled by the cloud 

providers.These applications are hosted in 

the cloud SaaS are used as common 

delivery model for most of the business  

applications  like  Enterprise  Resources  

planning  ,  Customer  Relationship   

Management ,  and  human  Resource  

Management  (HRM)  and  so  on.  In  

effect,  there  should  be  more  focus 

provided for access control and identities 

for accessing the enterprise applications 

in cloud. SaaS users are billed based on 

the usage in the monthly or yearly basis. 

All these cloud services are accessed  via 

the cloud clients such as desktop,  

laptop, smart phones, tablets and 

wireless sensor nodes which are 

connected to the network 

 

Types of clouds 

There are four basic types of clouds 

 

Public cloud 

Public Cloud  is very popular type of 

cloud system. In public cloud system ,the 

infrastructure in own by the service 

provider.  T h e  u s e r  p a y  t h e  

s e r v i c e  p r o v id e r  t o  s e r v i c e s  

a n d  r e s o u r c e s  t h e y  u s e .  Public 

cloud can be deployed much faster. 

Public cloud user pay as they demand for 

cloud services they utilized. Amazon is 

the most popular public cloud computing 

service provider. 

 

 

Private cloud 

Private cloud is that cloud that is run and 

managed by only for single organization 

The infrastructure can be manged by the 

organization or managed bt the third 

party.  Private cloud is  expensive and  

considered more secure than public 

clouds. Resource in private cloud are not 

utilized by any other user.. 

 

Hybrid Cloud 

The cloud infrastructure  is a 

composition  of two or more clouds 

(private,  public, community).  

Organizations host some critical, secure 

applications in private clouds. Cloud 

bursting (data and application portability) 

is the term used to define a system 

where the organization  uses its own 

infrastructure  for normal usage, but 

cloud is used for peak loads. 

 

Community cloud   

It is a collaborative  effort in which 

infrastructure is shared between  several 

organizations from specific community 
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which is managed by internally or by third 

party. 

 

Characteristics of Cloud Computing 

In general, Cloud Computing has the 

following characteristics  

Accessibility: Cloud services can be 

accessed from anywhere at any time via 

browsers or APIs by different client 

platforms such as laptops, desktops, 

mobile phones  and  tablets.  Cloud  

services  are  network  dependent,  so  

the  network (Internet, LAN, or WAN) 

has to work in order to access cloud 

services. 

On demand self-service: Customers 

access cloud services when they need 

them without going through a lengthy 

process. 

 Elasticity: Elasticity refers the asbility 

of a service to adjust (increase or 

decrease capacity) in order to meet the 

user’s needs. 

Pay-as-you-go: Depending on the 

pricing model, customers only pay for 

the services they consume (computing 

power, bandwidth, storage, number of 

users, etc.). Sometimes, the services 

have flat rate, or they are free of charge. 

Versatility: Cloud Computing supports 

different types of services: IaaS, PaaS, 

and SaaS, and each service can provide 

various applications running at the same 

time. 

Shared Resources: Cloud resources 

such as infrastructure, platform and 

software are shared among multiple 

customers (multi-tenant), which enable 

unused resources to serve different needs 

for different customers. 

Security: Cloud resources are centrally 

managed, so in theory security should be 

improved in this type of environments. 

However, security in complex 

environments is hard to undertake due to 

the fact data is stored and processed in 

unknown places, resources are shared by 

unrelated users, and other concerns. 

Reliability: Cloud computing supports 

reliability by adding redundant sites in 

case an error or attack happens. 

Performance: The performance of 

applications can be better in clouds 

because computing resources can be 

assigned to them when workloads surge. 

Clouds can be suitable for intense-data 

applications since they require several 

computing resources. 

 

Data Security & Security Issues of 

Cloud Computing 

A. Cloud Computing Security  

The issue of security in cloud computing 

is great challenge .Confidentiality  and  

integrity are widely used terms in 

security in computing . Security threats in 

cloud would affect multiple users. 

Cloud computing security (simply as 

"cloud  security")  is an evolving  sub-

domain  of computer  security,  network  

security,  and, broadly, information  

security..”  

B. Security Issues Associated with the 

Cloud 

The security issues in cloud is differ from 

risk of infrastructure in nature. In cloud , 

any user can access data from any 

location.. cloud comput ing do not 

difference between common data and 

secure data. It is mandatory to service 

provider to check the integrity by their 

own system. and restricted the 

unauthorized users. The main issue that 

affect the performance of cloud 

envirionment is unethical transaction and 

data access applications and user at very 

long distance from provider , may 

experience delay. this is due to avalaible 

bandwidth of network. Session hijacking 

is also a security issue over cloud 

computing.  DoS is also a attack in SaaS 

model DoS make the resource and service 

assigned to unauthorized users. and acts as 

an interrupt of service to assigned user.  

The CSA has identified thirteen domains 

of concerns on cloud computing security 

[16]. 
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The cloud applications and APIs on the 

SaaS and PaaS layers require special 

security attention to have secure 

development and execution life cycle. The 

cloud security alliance [21] recommends 

that the security to the cloud applications 

and APIs must be provided without any 

assumption about the external 

environment. The following are the focal 

recommendations by the CSA with respect 

to cloud applications and APIs. _ Security 

and privacy requirements (both functional 

and regulatory) should be defined in 

accordance to the needs of the cloud 

development and deployment. The defined 

requirements should also be in the order 

based on the impact and possibility. _ The 

risks and attack vectors specific to the 

cloud computing must be explored and 

assimilated into the security requirements. 

The risk models and attack models should 

be continuously built and maintained. _ 

The secure software development life 

cycle and software architecture should be 

developed and maintained. 

 

CONCLUSION 

Computing clouds is changing the whole 

IT industry, businesses and global 

economy. Clearly, cloud computing 

demands effectiveness,  security, and 

trustworthiness.  Cloud computing has 

now become a common in business [10],  

government,  education,  and  

entertainment  which  is  maintained  by 

the  50 millions  of servers  globally 

installed at thousands  of data centres 

today. Private clouds will also become 

usual in addition to using a few public 

clouds that are under heavy competition 

among Google, MS, Amazon, Intel, EMC, 

IBM, SGI, VMware, and Saleforce.com 
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