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Abstract

Steganography is outlined because the study of invisible communication that typically deals with the ways
that of concealing the existence of the communicated message. Usually, information embedding is achieved
in communication, image, text, voice or transmission content for copyright, military communication,
authentication and plenty of alternative functions. In image Steganography, secret communication is
achieved to infix a message into cowl image and generate a stego image. The goal of steganography is to
cover the existence of the message from unauthorized party. The fashionable secure image steganography
presents a task of transferring the embedded data to the destination while not being detected by the attacker.
Several different image file formats will be used, however, digital pictures area unit the foremost
widespread owing to their frequency on the web. Image steganography takes cover object as image.
Generally, in this technique pixel intensities are used to hide the information. The concept of steganography
known as ‘Enhanced LSB Algorithm’ is employed to hide an image in an image, which has negligent
distortion as compared to the Least Significant Bit Algorithm.

Keywords: Cover image, secret image, stego image, LSB algorithm, bit replacement, enhanced Isb
algorithm, randomization

multimedia objects like image, audio, video etc. as
cover media because people often transmit digital
The word 'Steganography' is originated from the  jmages over email or share them through other
Greek word Steganos (Covered), and Graptos jnternet  communication  application.  Image
(Writing) which literally means “cover writing”.  gsteganography is method of hiding information into
Steganography is a science of invisible or secret cover-image; generating a stego image and then
communication. The steganography systems use transmitting information to the other party by

known medium, where the third party does not
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know that this stego-image has hidden message.
After receiving stego-image, the hidden message
can be extracted with or without using stego-key.
Terminologies used in Image steganography are as
follows:-

Cover Image
Original image which is used as a carrier for hidden
information.

Message

Actual information which is used to hide into
images. Message could be a plain text or some other
image.

Stego Image
After embedding message into cover image, the
resulting image is known as stego-image.

Stego-Key
A key is used for embedding or extracting the
messages from cover-images and stego-images.
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Fig. 1: Basic Block Diagram of Image
Steganography.

The secret image to be sent is embedded into the
cover image by means of a stego key using any of
the embedding algorithm. The embedding algorithm
generates a stego image, which is transmitted to the
destination. At the receiving end, using the same
stego key and extracting algorithm the secret image
can be uncovered. Classical examples include a
Roman general that shaved the head of a slave
tattooing a message on his scalp. When the slave’s
hair grew back, the General dispatched the slave to
deliver the hidden message to its intended recipient.
Ancient Greeks covered tablets with wax and used
them to write on. The tablets were composed of
wooden slabs. A layer of melted wax was poured
over the wood and allowed to harden as it dried.
Hidden messages could be carved into the wood
prior to covering the slab. When the melted wax
was poured over the slab, the now concealed
message was later revealed by the recipient when
they re-melted the wax and poured it from the tablet
[1, 2].

The randomization method improves the security of
normal LSB based steganography. And also
improves the information carrying capacity of cover
image compared to plain LSB [1]. Steganography
can be wused within digital images by LSB
Substitution method [3]. The LSB Algorithm has
more amount of distortion, so “Enhanced LSB” is
proposed. It improves the performance of the LSB
method and minimizes the distortion level which is
negligent to human eye [4]. LSB based techniques
pose a difficult challenge to a stego-analyst as it is
difficult to differentiate final image and the cover
image which is given as input. The differences
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between them will be very slight. Major advantage
of this method is, it is quick and easy. This method
works well with gray scale images. It is mainly used
for image integrity [5, 6]. The computational
complexity is reduced. The LSB algorithm is used
for both 8 bit and 24 bit image of the same size of
cover and secret image, so it is easy to be
implementing in both gray scale and colour image.
Benefited from the effective optimization, a good
balance between the security and the image quality
is achieved [7-10]. A novel method for embedding
a grey data is proposed. This method not only
provides a way for embedding valued secret image
into a cover but also the preserves the quality of
cover images and secret image with no loss. The
method produces the stego-image but also offers an
easy way to accomplish image cryptography with
random key generator and pseudorandom number
generator [8].

IMAGE STEGANOGRAPHIC TECHNIQUES

Spatial Domain Method

Spatial domain techniques are broadly classified
into:

v’ Least Significant Bit (LSB)

Pixel Value Differencing (PVD)

Edges Based Data Embedding Method
(EBE)

Random Pixel Embedding Method (RPE)
Mapping Pixel to Hidden Data Method
Labeling or Connectivity Method

Pixel Intensity Based Method

Texture Based Method

Histogram Shifting Methods.

ISR
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Transform Domain Technique

The process of embedding data in the frequency
domain of a signal is much stronger than embedding
principles that operate in the time domain. Most of
the strong steganographic systems today operate
within the transform domain, which have an
advantage over spatial domain techniques as they
hide information in areas of the image that is less
exposed to compression, cropping, and image
processing [5].

Transform domain techniques are broadly classified
into:

v Discrete Fourier Transformation Technique

(DFT)

v Discrete Cosine Transformation Technique
(DCT)

v' Discrete Wavelet Transformation

Technique (DWT).
v Lossless or Reversible Method (DCT)
v' Embedding in Coefficient Bits.

Distortion Techniques

Distortion techniques need knowledge of the
original cover image during the decoding process
where the decoder functions to check for
differences between the original cover image and
the distorted cover image in order to restore the
secret message.

The encoder adds a sequence of changes to the
cover image. So, information is described as being
stored by signal distortion.
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Masking and Filtering

These techniques hide information by masking an
image, in the same way as to paper watermarks.
These techniques embed the information in the
more significant areas than just hiding it into the
noise level. The hidden message is more integral to
the cover image [5].

TYPES OF STEGANOGRAPHY

Image Steganography

Taking the cover object as image in steganography
is known as image steganography. In this technique

pixel intensities are varied.

Video Steganography

Video Steganography is a technique to hide any
kind of files or information into digital video
format. Video (combination of pictures) is used as
carrier for hidden information. Generally discrete
cosine transform (DCT) alter values (e.g., 8.667 to
9) which is used to hide the information in each of
the images in the video, which is not noticeable by
the human eye.

Network Steganography

When taking cover object as network protocol, the
protocol is used as carrier, is known as network
protocol steganography.

Audio Steganography

The method of taking audio as a carrier for hiding
information is called audio steganography. It has
become very significant medium due to voice over
IP (VOIP) popularity. Audio steganography uses
digital audio formats such as WAVE, MIDI, AVI
MPEG or etc. for steganography.

Text Steganography

In text steganography, the number of tabs, white
spaces, capital letters, like Morse code is used to
achieve steganography.

LEAST SIGNIFICANT BIT TECHNIQUE

Least Significant Bit (LSB) insertion method is a

common and simple approach for image

steganography. This technique allows hiding
information within an image by replacing only the
least significant bit of each pixel of the cover image,
i.e., only a single bit is replaced in each pixel. The
replacement of LSB does not make changes on the
cover image and hence intended user will not get
the idea of secret information. The cover image

should be eight times larger than the secret image.
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Least Significant Bit Algorithm

1. Select a cover image of size M*N as an input.

2. The image to be hidden is embedded in RGB
component only of an image.

3. Use a pixel selection filter to obtain the best
areas to hide the bits of the pixels of the secret
image in the bits of the pixels of the cover
image.

4. After that Message is hidden using Bit
Replacement method.

ENHANCED LEAST SIGNIFICANT BIT TECHNIQUE

The enhanced method incorporates randomization
algorithm in which the bits of the secret image are
embedded in the random pixels of the cover image
and these random pixels are generated by RC4
algorithm. This technique implements
steganography for images, with an improvement in
both security and image quality. The RC4 algorithm
generates the pixels of cover image in a random
order and the secret image bits are embedded into
these pixels in the respective order. This stego-key
can be made available at the receiver by embedding
within the transmitting image.

Enhanced Least Significant Bit Algorithm

. Select a cover image of size M*N as an input.

. The image to be hidden is embedded in the blue

component of an image.

Use a pixel selection filter to obtain the best
areas to hide the bits of the pixels of the secret
image in the bits of the random pixels of the
cover image.

Generate pixels of cover and secret images.

Generate array of cover image locations for
selected stego-key using RC4 algorithm.

Replace the LSBs of cover image pixels in the
sequence generated in step 5, with secret image
bits.
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Fig. 2: Flowchart of Enhanced LSB.

ADVANTAGES OF ENHANCED LSB TECHNIQUE

1. The system enhances the security of the LSB
technique by randomly dispersing the bits of

secret image in the cover image.

2. The image quality is preserved by the system
since all the secret image bits are embedded in

the cover image.

3. Improvement in both security and image

quality.

4. Enhanced LSB algorithm has negligent
distortion as compared to the Least Significant
Bit Algorithm.

SIMULATED RESULTS

Fig. 3: Simulated Output 1.
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Fig. 4: Simulated Output 2.
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Fig. 5: Simulated Output 3.

In Figure 3 the secret image is of type JPEG, in
Figure 4 the secret image is of type PNG, in Figure
5 the secret image is of type BITMAP, which are
embedded into the cover image of type TIFF. The

stego and cover images look identical to each other
as only one LSB is replaced.

CONCLUSION

The Least Significant Bit Algorithm is most
commonly used technique for steganography but
LSB offers more amount of distortion and is less
secure due to sequential mapping. In contrast,
Enhanced Least Significant Bit (ELSB) technique
offers better performance and high security as the
information is hidden in only one of the three
colours that is BLUE colour of the carrier image.
This minimizes the distortion level which is
negligent to human eye and the secret image pixels
are hidden in the random pixels of the cover image.
The secret image and cover image can be of same

format or different format.

FUTURE WORK

The decryption of the secret image using enhanced
LSB algorithm can be done. Image steganography
hybrid methods can also be incorporated in order to
improve the performance and security of the

system.
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